SmartImp

SENSECOM-CMNT

Communication device for data transfer from RS485 interface
by MODBUS protocol to NB-l1oT network

Purpose

The SENSECOM-CMNT device is designed for remote data transfer over NB-loT network (in low-power mode) from RS-
485 serial interface using MODBUS RTU protocol. The device allows to periodically read 1-15 registers for 1-32 connected
devices on the link, store data in flash memory and perform one-time data writes to the registers of the connected device
(e.g. configuration, calibration constants, etc.).

The SENSECOM-CMNT is battery operated with the option of recharging or permanent power supply via USB-C. In
addition, the device is equipped with a switching power supply for the connected device/sensor during readout, either
from the internal battery or by supplying an external power source (1-24V). The antenna is built-in. Thanks to its small
size, it can be easily installed virtually anywhere where an NB-loT network signal is available. The housing of the device is
IP20, for outdoor deployment, the device can be placed in an IP67 housing, optionally including battery pack (external
sensor power supply).

Typical use:

Regular remote reading of values from one or several consumption meters (electricity meters, gas meters, water meters,
calorimeters, etc.) or from any other devices and sensors on the serial RS485 interface with MODBUS RTU protocol.

Description:

Device inputs:

SENSECOM-CMNT has the following inputs/outputs:

= RS-485 / MODBUS RTU
o Regular reading of data from connected meters or sensors
o Write configuration data to connected meters or sensors
= USB-C
o Charging, local readout and configuration
=  Powerln
o Possible external power supply (1-24V) to power connected sensors
=  Power Out
o Possible power supply of connected sensors during the reading from the Power In input or from the internal
battery
=  NB-loT
o Built-in antenna with wireless communication to the nationwide NB-loT network using UDP packets via
public or private APN to the SENSEPARAM server

Data processing

Data from the readout unit can be accessed in one of two ways:

= SENSEPARAM(.com) server and portal - the values are available here in a processed normalized form,
visualized, with the possibility of downloading to CSV or online forwarding to the user's server using callbacks
(e.g. in JSON format). The user can set up and use SMS/Email notifications for alarms/status changes.
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= Optionally direct UDP communication from NB-IOT network to user's server with public or private APN (can be
set remotely on SENSEPARAM). Data in this variant needs to be preprocessed (deparsing, conversion, etc.) and
maintain device type versions.

Device security

The device sends a daily Keep-Alive message with battery voltage status, signal strength and CPU temperature. Missing
messages, including Keep-Alive, indicate loss of communication (antenna damage, device damage, power loss, etc.).

The device contains a sensor that reacts to the manipulation of the device (tilt or shock) and sends an alarm.

The device can be configured to encrypt the message content using the AES-256 algorithm (with individual keys for each
device). Message decoding is performed on the SENSEPARAM server. SENSEPARAM servers are in the EU, specifically in
the Czech Repubilic.

The data sent by the callback from SENSEPARAM to the customer database is sent over a secure SSL connection.

Once a day, you can remotely change the device configuration or perform a FW upgrade.

Read/write registers of meters or sensors

The selection of registers to take periodic readings from a connected device is configurable via downlink, and selected
registers can be added or removed from the readout set. The device can also read a collection of multiple variables
grouped in one register. The SENSECOM-CMNT allows one-time writes to the registers of the connected device
(parameter settings, calibration, etc.).

SENSECOM-CMNT wiring diagram
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RS485 inputs:

G ... ground

A ... ARS485 input
B ... BRS485 input
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Power the connected device (if it does not have its own power supply):

| ... input of power supply voltage from external power supply, max 24V DC. Use |
for positive and G for negative pole.

O ... supply voltage output (positive pole):

= 3-4,2V when powered from internal battery (SWITCH in INT position)
= according to the supplied voltage from the external power supply at input I, max 24V
(SWITCH in EXT position)

Do
RESET

L

The power supply of the external device is turned on by the SENSECOM-CMNT device, either just
before the RS485 interface is activated for reading or with a pre-trigger. After the readout is
completed, the power supply is turned off again. The device has a configurable response timeout
even longer than the standard 500ms for the input read function.

LED... two-color indicative LED for initialization and operation (active 15min after
reset)

USB-C... connector for charging, setting and local download of readings

RESET... resetting the device with a simple magnet (permanent attachment is
ignored), putting the device to sleep for storage (holding the magnet in reset for 3-
P | 5 seconds until the green LED flashes 3 times after the red LED)

===l I SWITCH ... switching between internal (INT) and external (EXT) power supply for
__ W _ _ 2 '_} connected devices that require power (to switch, remove the device cover)
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Variants of the power supply of the device and the connected meter or sensor:

The device allows several power supply options, both for its own operation and for the power mode of the connected
sensor. The device can switch an external power supply at a different voltage level for the connected sensor at the time
of measurement (with adjustable power supply time before and after measurement until data is provided). For
infrequent (intermittent) readings from the connected low power sensor, power can be used from the internal battery
only, with recharging 1-2 times per year.

Requirements and way of use Power supply options
SENSECOM-

CMNT External power USB charger
Typical frequency of Provision of power  Power switch permanently connected permanently Provision of power for
ICEL T Recharging for Sensor/Meter state to SENSECOM-CMNT  connected SENECOM-CMNT
Infrequent readings and data 3-4,2V Int

Recharging internal battery

transmission not required not (0V) Internal battery
manually at least 1x a year* Ext
~1- 5/day (own power supply) not
4,2V Int yes Internal battery +
6-24V*** Ext 6-24V External power charging

4,2V Int
Frequent readings No manual recharging ** ro—— o)
~100/day or more (maintenance-free) o HEEE Ext
(own power supply)
a2V int ves
6-24V*** Ext 6-24V

*Depends on readings and transmission frequency, consumption of sensor during readings. Recharging possible by USB-C charger or
powerbank (4-6hours)

**Internal battery is continously charged from external power or USB and serves as a back-up for external power outage

*** Voltage 1-6V can be used to power the sensor, the internal battery is not rechargeable in this case

Permanent USB power options:

= Standard USB-C charger for 230 V permanently connected (maintenance-free), powered by internal battery as a backup
= PowerBank with USB-C (type without low-power auto-shutoff function), power from internal battery as backup
= DIN rail power supply 230AC/5VDC with USB-C cable (maintenance-free), power supply from internal battery as backup

External power supply options:

= Power supply with 3x "D" size LiSOCI2 batteries (9-11V) or 4 batteries (12-14.5V) - for >10 years without battery
replacement with frequent measurements (100/day) - maintenance-free mode

= Battery pack 12V or 24V - typically for 1-2 years until next charge (internal backup battery is recharged continuously).

=  DIN rail power supply 6-24V DC as required by the sensor/gauge (internal backup battery is recharged continuously) -
maintenance free mode. An external 1-6V power supply can be used, but then the internal battery is not continuously
recharged and must be recharged occasionally (depending on the frequency of readings and transmissions)

Scheme of power supply variants:
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Technical parameters

RS485 (inputs: A, B, Ground)

Readout communication protocol MODBUS RTU (standard modbus functions for reading - No.3 (read holding registers), No.4 (read
input registers) and for writing - No.6 (write single-register), No.10 (write multi-registers). Supported
register lengths: 1, 2, 4, 8x word for 1 or more variables/register (float, int, sint, ascii type)
Transmission network and data protocol L\:El1MVIp

15
32
800m

Communication device power supply LiPOL battery - rechargeable via USB-C (1-2x/year for readings and 1-4 transm./day), or permanently,
_ either via USB-C or from a connected external 6-24V DC power supply (100+ readings/day)

Power supply for the connected device From the internal battery of the communication device (3-4.2V DC) or from an external power (1-24V
DC) - available INT/EXT power type switch for the connected device, or direct power supply

Power control of the connected device Yes, for the duration of the readout and with adjustable pre-trig 1-255s

Battery power saving modes

= Aggregation of individual readings into messages/broadcasts (adjustable multiplier)

=  Filtering of unchanged register values to limit sending of the same values (and adjustable decade
of comparing the same values)

= Limiting the power supply to the connected device for the duration of the reading (with
adjustable pre-trig)

Expected battery life Typically 3 months - 1 year until the next charging depending on the selected period of readings,
aggregation into messages, consumption of the connected sensor (active during readings).

Setting the readout period 1min-24h, default 15min
Synchronisation with RT time Yes, optional

Types of message
yp ges = Periodic with read data

= |nitial with the currently set configuration

= Alarm - device tampering (detected by accelerometer), communication errors

= Keep-Alive (24h)

= Downlink - configuration, write command, request to send data from memory, upgrade

Access to data . . I .

= SENSEPARAM portal (tables, charts, downloading to CSV, email/SMS notifications, sending data
by callback to customer server (e.g. JSON format, remote configuration settings)

= Optionally UDP packets directly to the customer's server with raw data

Encryption of read data content Optional, AES-256 algorithm

Secondary built-in sensors .
= Accelerometer (tamper detection)

= Battery and external power supply voltage
= Optional T/RH/P sensor (for sensors requiring compensation) - Model SENSECOM-CMNTK

. Byattachinga magnet (built-in reed switch)

LED signallin . . . . R
& e - Reset, Charging, Connecting and transmitting, Pre-trig and start readout, Communication error,

Deep sleep confirmation (storage mode)
= Signaling is limited to 15min after reset (for battery saving)

Ll Embedded

Screwless (spring-loaded self-locking contacts) terminal block (0,25-0,75mm?)
Coverage 1P20

80g

| Weight
P 100%51x25mm
Device design

4X $5.00 THRU
\/ $9.00 X 82°
4X $83.50 THRU 65.00
v $6.00 X 82° 256

The SENSECOM-CMNT is supplied in a 100x51x25mm
housing, IP20, with built-in antenna. IP67 case and
1

0 w0 battery pack can be added.
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